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TO PROTECT YOU AND YOUR COMMAND!!
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WHAT CAN I DO TO PROTECT MYSELF, MY
SHIPMATES, AND MY COMMAND?

1 Be able to recognize mail that may pose a danger.

1 Know the precise procedures to follow if you find a piece
of questionable mail.

1 Exercise prudent security of the mail at all times.
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WHAT IS SUSPICIOUS MAIL?

Here are common traits of suspicious mail...
1 No return address
1 Endorsements such as:

¢ Personal

» Confidential

** Rush

 Deliver immediately
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WHAT IS SUSPICIOUS MAIL? (Con’t)

d EXxcessive postage

d Handwritten, block-printed, poorly typed
addresses

1 Unexpected mail from foreign countries

1 Command names and addresses that do not match

d Postmarks that do not match return address




Fleet Logistics Center
Jacksonville

Mailroom Security Training

FLEET LOGISTICS CENTER

WHAT IS SUSPICIOUS MAIL? (Con’t)

d EXxcessive tape or sealing material
1 Lopsided or oddly shaped envelope
1 Oily stains on package

d Mail has strange odor
 Protruding wires

d Powder or residue on envelope
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Excessive postage
Misspelled words
Addressed o title only
Imcorrect Citle

Badily typed or written

ey
Lopsided of umeven

Dily stains, discolorations. or " Sirange odor

i
crysialization on wrapper

-
Excessive lape er strimg

Handle with care. Isolate it Don't open, smell, Treat it as suspect
Don't shake immediately touch or taste. Call local law enforce-
or bump. ment authorities

iIf a parcel is open and/or a threat is identified . . .

For a Bommib: For Radiol ical: For Biological or Chemical:
Evacuate irmmediately Linmut Exposune - L Handie isolate - Don't Handie
Call Police Evacmale Area Evacuate mmediale Area
Caontact Postal Inspectors Shield Yourself From Object Wash Your Hands With Scap and Warmm Water
Call Local Fire Departmmenty HAZ MAT Umt Call Police Call Police

Comtact Posial Inspeciors Comact Postal Inspectors

Call Local Fire Department/ HAZMAT Uit Call Local Fire Department HAF MAT Lnil

Rigid or bulky
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WHAT COULD BE IN THE MAIL?

d Chemical/biological agents

d The most commonly known chemical/biological
agent isANTHRAX

1 Explosive devices

d Avariety of other chemical/biological agents could
be sent through the mail.
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ANTHRAX
d ANTHRAX would normally appear as a
white powder when transmitted via the
mail.
d ANTHRAX powder would normally be
Inside the mail piece, but residue could be
on the outside of the envelope.

d Anthrax spreads very rapidly throughout a
building’s central heating and air
conditioning system.

N 7N 7
[ e N N




Fleet Logistics Center
Jacksonville

Mailroom Security Training

FLEET LOGISTICS CENTER

EXPLOSIVE DEVICES

L Many varieties of explosive devices can be sent via mail, from
letters to large packages may contain bombs.

4 The likelihood of you ever receiving a bomb in the mail is
remote. Unfortunately, however, a small number of explosive
devices have been mailed over the years resulting in death,
Injury and destruction of property.

NOTE: MOST MAIL BOMB DO NOT TICK.
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WHAT DO | DO?

 If you feel that you have received a piece of mail
that Is suspicious, here are some steps to follow:

STAY CALM
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IF THE MAIL HAS NOT BEEN OPENED...

1 Isolate the mail piece if possible, but do not
handle.

 If you have detected a substance on the mail, or
If It appears something has spilled from the
mail, do not handle the mail further.

1 Notify others in the Immediate area and stay
away from the mail piece.

1 Notify your supervisor or manager.
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IF THE MAIL HAS NOT BEEN OPENED...

1 Evacuate the room/area — Do not allow
personnel to leave or enter the facility.
1 Report incident to Base Security/Fire

Department.
1 Be prepared to provide a list of personnel

Involved.
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OTHER THINGS YOU MAY DO...

d Wash hands with soap and water.

A Turn off fans and portable heaters.

A Turn off room or building ventilation system.
Do not remove anything from the room.
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IF YOU ARE OPENING OR HAVE AN OPEN

PIECE OF MAIL...

and you detect a powder, some substance, a wire, or
something metallic:

O Put the mail piece down gently.
 Notify everyone in the room, and leave slowly.

 Notify your supervisor.
1 Call Base Security/Fire Department immediately.
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WHAT SHOULD BE DONE?

1 Take every reasonable measure to assure the safety of employees

and customers and keep the mail secure and under control.

1 Advise employees to maintain prudent, safe working methods.
Respirators and gloves should be available to all employees who
request them.

1 The best defense is having educated employees and
knowledgeable citizens, mobilizing their common sense.

 Restrict incoming personal mail to those members authorized to
receive mail.
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WHAT SHOULD BE DONE BY THE MAIL CENTER?

 Constant visual inspection of all mail prior to delivery.
d All suspicious mail is examined closely before it is
delivered or disposed of.
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WHAT CAN BE DONE?

d Return unsolicited advertising, bulk rate, catalogs
and other non-first class mail to sender requesting
removal from mailing list.

d Require outgoing personal mail be deposited at U.S.

Post Office by the originator.

1 Do not accept mail from unknown persons.

1 Keep to a minimum the number of people handling
Incoming mail until processed or delivered.

18
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BASIC MAIL ROOM SAFETY PROTOCOLS

Substance leaking from mail:

 Leave the mail piece or substance where it was found.

4 Do not disturb.

1 Do not try to clean up the leaking contents.

 Clear the immediate area of all persons and keep
others away.

d Turn off fans/HVAC systems, Is possible.

A Instruct people in the immediate area to wash their
hands with soap and cold water.
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BASIC MAILROOM SAFETY PROTOCOLS
Substance Leaking from Mail:
 Direct these persons to a designated area away
from the substance to await further instruction.
 List the name of the persons in the immediate
area of the mail piece/substance.
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BASIC MAILROOM SAFETY PROTOCOLS:
Substance Leaking from Mail:
» |f possible without disturbing the mail piece or
substance, document:
d Location of mail piece/substance
d Description of substance
1 Description of mail piece (markings, labels,
declarations, postage)
1 Addressee’s name and address
1 Mailer’s name and address
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BASIC MAIL ROOM SAFETY PROTOCOLS

Suspicious Substance Leaking from Mail:

If there Is any evidence of an emergency, such as
medical symptoms, smoke, fumes, or vapors:
Activated your local emergency action plan and

evacuate

Call Emergency Responders at 911
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BASIC MAIL ROOM SAFETY PROTOCOLS

Suspicious parcel you suspect is a bomb:
O Do not open.
O Mail bombs are usually designed to explode when opened.
L Activate your local emergency action plan
(In-house emergency team or 911)
O Isolate the mail.
O Evacuate the area.
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OTHER THREATS TO YOUR MAIL CENTERS

L Opportunistic theft

¢ Attractive items, cash, gift cards
L Misuse of postage meters
1 Large-scale theft

¢ Often involves organized groups
1 Identity theft

¢ Use of personal information of customers

¢ Use of personal information of employees

¢ Use of company identity to order merchandise
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Threat to mail system as a whole
1 Biological Agents assessed to be greatest threat
¢ Psychological and physical impact
“ Agents:
= Bacterial: Bacillus anthracis
» Toxins: Botulinum, Ricin

1 Chemical Agents
¢ Toxic industrial chemicals (TICs)
¢ Toxic industrial materials (TIMs)
s Conventional agents:
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COUNTERING THE THREAT TO MILITARY MAIL

O Explosives
s Commercially available black powders
 Military High Explosives
0 Radiation
¢ Possible but unlikely
Q Threat to mail distribution is not considered imminent- but does exist
» Biological Weapons (B. anthracis and Toxins) greatest threats
¢ Screening Plan submitted to Congress;
Screening will be difficult and expensive
¢ Modular screening systems in place at following FLCJ mail facilities;
= Jacksonville, Millington, Mayport, King Bay and GTMO -> request
submitted to install at remaining FLCJ mail facilities.
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IS YOUR PACKAGE
SAFE TO MAIL?

You could be mailing hazardous materials
and not even know it. §

]
(=)
0
Q
o
ul
<

FIREWORES

hip and are not permitted in the mail?
rly packaged, due to vibration,

5P5" is committed to keeping your mail safe. Log if the item you wish to mail is permitted and
learn more about how to prepare this type of mail safely,
WARNING: Persons who knowingly mail items or materials that are damgerous or injurious tolife, health,

or property i vialation of 39 USC § 30718 may be liable for a civil penalty of at least $250, but not more than
$100,000 far 2ach violation; the costs of any deanup assediated with each violation; and damages.

Visit usps.com/aviationsecurity for more information.

o T UNITED STATES
== | FOSTAL SERVICE.




A

llff'

S~

P

FLEET LOGISTICS CENTER

Fleet Logistics Center
Jacksonville
Mailroom Security Training

Keep the Mail Safe

For everyone’s protection, use this guide when deal

g with hazardous, restricted, and perishable material

Domestic Domestic Mail e o
Hazard Class Type Common Exampies Intarnational P”""‘“"‘ A‘,._I ""‘Mail Additional Information
Air  Surface DMM Pub 52 —
Rostrictod Mattor
Excapt batwean authorized parties.
intemnational mail subject fo ICL
sy w2 cR N w w s01.11.1 a3 801.11.1 . Mo contant
T markings on outside of mail piace
are pormitted
Fifias, antiqus guns. Content markings on oUtside of
R ¥ ¥ ¥ P 60111 2sEm1a | MO Comtent manings on
Rogistered mail required
Cremated remains ¥ ¥ ¥ Na s622 Ses Publication 52 | Intemational mail subject o ICL
Wina, Bourbon, vodka, beer N N n az 801.11.7 e S e L
including locksmithing Onily if sant between authorized
= ¥ ¥ N 601.11.10 a7 011110 3
o N N N co1.11.8 a5 so1.11.8 Nat considered hazardous matarial.
Generally, both the mailars and
Narcotics N N N 6011111 a8 so11111 the addressee must meet special
conditians.
o content markings on outside of
e v ¥ 801.11.11 e 6011111 prohibition apply for intemational
N mail. Must meet stats and federal
laws
See Controlied Substance Act
llagal drugs, pipas N N N eoriaz | as13 01112 for mare information on drug
Tays. clocks foperated by Batteries must ba remaved. Batiory
: . ¥ ¥ ¥ 8011147 348 8011117 e e et e a1
Onily ff Sart between =
Knives, razors, switchblades ¥ ¥ ¥ 801115 as 601115 has. Infornational mail subject to
ICL resirictions/
¥ o Must be free of disease. Each Queen
Honey bees (Queen beas) (Dusens ¥ = oy | Bo183s | ses2 601938 may ba accompanied by up to sight
cnly) — attandant honeybess.
Gesse, turkays, guinsa fowl _ B
doves, pgcors. i i ¥ ¥ N e e o e
s 601934 | Sena 601.0.3.4 on
partridges. quail, ducks, R
. swans
Al other types of birds
not listad zbova, such as [ N N so1o3s | sena Hone Prohiited
partridges, pheasants (Agril ¥ ¥ N so1032 | 5283 601032 Newcastia disease (ive vins) is
through Augusi), urkeys nonmailsble
includes hides and furs. intsrmational
Dried parts of gama birds mail subject to ICL restrictians/
¥ ¥ n 0194 5267 60194 e m iy e e
DMM 601
Gokifish, crickets, worms ¥ ¥ N 601933 | 5288 601933 Soma exceptions
Snakes, hurtles [ N N 0185 5253 60185 See Pub 52
Hamstars, mice, cais, rabbiis, Soma adull Birds parmitied in
= i N N N so1o3s | sesz 601038 s
. nily for medical research or
Scorpions N ¥ N 019310 | sess 601.9.3.10 e
Intemational mail subject to ICL
Frosh most & fsh o frazen o101 - o194 N e T T
e usad, sea DMM 601
intemational mail subject 1o ICL
Fruits, vegetables ¥ ¥ n 0191 53 60191 i iSans. If dry ice is
usad, sea DMM 601
intemational mail subject o ICL
Plants Traes, cinss, cactus ¥ ¥ w 0195 s6 60195 restrictions/prohibisons. USDA
regulasans/pronibitions 2pply.

DMM® Mailing Standards of #he Unild Siates Postal Service®, Domastic Mail Manual

ICL  individual country listings in infermational Mai Manczi (IMM)

¥+ Spacimans only with prior HO permission per IMM and Pub 52,
Restricted and Parishiabie Mail

]

¥** Only with prior written
M- -

ission per IMM and Pub 52

perm
Except as parmitied by mailing rules

IEfEpnons FUIDer for T ISl BUSISES T SMTEY LS OF REve S co 1-S00-ASK-USPS.
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Hazard Class

Keep the Mail Safe

For everyone’s protection, use this guide when dealing with hazardous, restricted, and perishable materials.

Common Examplas

Armnount
Parmitted in Mail

Al axplosives are prohibited axcept
as specified in DMM 60110

N ¥ N ORM-D onty.
Flammabla Propana, camp stova fsal N ¥ N 601 1012 | 3azosc DRM.D onty.
‘Spray paint (in asrosol can) N v N o111z | aszoat GRM-D only.
A Fire extinguishers containing metfyl
Fire extinguishars. ¥ ¥ N so1e1z | 3zzed so1.10.12 = hes
Nitrogen, s Y Y N 6011012 34220 6011012 ORM-D only.
Toxic e N N N 60110012 | 34z 601.10.12 Al troxic: gases: are prohibitad

DRM-D only [dependant on

= 5 N ¥ N 6011013 | 3s321 601.10.13
Gasoline and ilems Gasoline and Rems containing
containing gasaling or N N N 6011013 | 343zap MNone gasolina or gasoline fumas are
gascline fumes ahways 5

Paint, paint-retated matarials N ¥ N 6011013 Ba3.76 B01.10.13 L e
Cigaretta lighters (lammable from PCSC required as
= [l ¥ N 601003 | 3eaes 6011013 e ama

Diesal fuel. kerosene Y Y N 601.10.13 | 343248 6011013 OFNA-D onty. Rashpolat must ba

greater fan 141°F

Waxes & polishes

601.10.13

6011013

601.10.13

6011013

ORM-D only (dependent on

B01.10.16

Book maiches N Y N 601.10.14 344.30 6011014 Must ba properiy packaged.
Strika anywhers matches N N N 011014 | 3aam Nona Prohibited
won axide ¥ N so11014 | 3esab 601.10.14 ORM-D only.
e e N ¥ N 501 10,14 3441c 6011014 ORM-D only.

7 =
P Sl ¥ ¥ N B01.10.15 | 34522a 6011015 mpﬁﬁmm
""‘*"9""':‘“',"““"“ S ¥ ¥ N 6011015 345 270 6011015 mwmms

Must chiack.

before mail

= specific m:
N N N 60110016 | 346.211 601.10.16 = == !nztlm—Dmly
L Y b 6011017 346.2 6011017 Must ba properiy packaged.
Rams must ba properly packaged
¥ ¥ A BO1 10T 3462 B01.10.17 for mailing; some requine approval
ailing.

— N N N 6011010 [ 348z1a 6011019 L=z nw“n“uu“ea‘ﬁ
Marcury, mercury-containing and mems containing
Ttame 4 == ] N N 6011019 | Appendic A 6011019 e st ~=
Hazard Class 0 Miscellaneous Hazardous Materials
5 Ibs. maximum for air [surlm:s
Dry ice i Y N 601.10.20.4 [ 340.23 601.10.20.4 may excead 5 hs.: (Proper forms/
. warning labals required for air only)
Magnetized materials ¥ T ¥ B01.10.21 34924 601.10.21 Dapants on magnatic strength.
=+ Only with prior ion par IMM and Pub 52_

¥ Spacimers only and with prior HO permission per IMM and Pub 52,
Mail

Pt 18, ey 2108

Resfricted.

and Perisizmble

writtan po
Except as permitted nymamng niles
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CERTIFICATE OF COMPLETION

THIS CERTIFICATE CERTIFIES THAT

HAS SUCCESSFULLY COMPLETED

The NAVSUP FLC Jacksonville
Mailroom Security Training

"
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SIGNATURE

NAVSUP Fleet Logistics Center Jacksonville
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