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WHAT YOU NEED TO KNOW…
TO PROTECT YOU AND YOUR COMMAND!! 
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WHAT CAN I DO TO PROTECT MYSELF, MY 
SHIPMATES, AND MY COMMAND?

 Be able to recognize mail that may pose a danger.

 Know the precise procedures to follow if you find a piece 
of questionable mail.

 Exercise prudent security of the mail at all times.
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WHAT IS SUSPICIOUS MAIL?
Here are common traits of suspicious mail…
 No return address
 Endorsements such as:

 Personal

 Confidential

 Rush

 Deliver immediately
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WHAT IS SUSPICIOUS MAIL? (Con’t)

 Excessive postage 
 Handwritten, block-printed, poorly typed 

addresses 
 Unexpected mail from foreign countries 
 Command names and addresses that do not match 
 Postmarks that do not match return address 
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WHAT IS SUSPICIOUS MAIL? (Con’t)

 Excessive tape or sealing material 
 Lopsided or oddly shaped envelope 
 Oily stains on package 
 Mail has strange odor 
 Protruding wires 
 Powder or residue on envelope 
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WHAT COULD BE IN THE MAIL?
 Chemical/biological agents
 The most commonly known chemical/biological 

agent is ANTHRAX  
 Explosive devices 
 A variety of other chemical/biological agents could 

be sent through the mail. 
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ANTHRAX
 ANTHRAX would normally appear as a 

white powder when transmitted via the 
mail. 

 ANTHRAX powder would normally be 
inside the mail piece, but residue could be 
on the outside of the envelope.

 Anthrax spreads very rapidly throughout a 
building’s central heating and air 
conditioning system.
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EXPLOSIVE DEVICES

Many varieties of explosive devices can be sent via mail, from 
letters to large packages may contain bombs. 

 The likelihood of you ever receiving a bomb in the mail is 
remote. Unfortunately, however, a small number of explosive 
devices have been mailed over the years resulting in death, 
injury and destruction of property. 

NOTE: MOST MAIL BOMB DO NOT TICK. 



11

Fleet Logistics Center 
Jacksonville 

Mailroom Security Training

Ready. Resourceful. Responsive!

FLEET LOGISTICS CENTER 
JACKSONVILLE

WHAT DO I DO?

 If you feel that you have received a piece of mail 
that is suspicious, here are some steps to follow: 

STAY CALM 
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IF THE MAIL HAS NOT BEEN OPENED…

 Isolate the mail piece if possible, but do not 
handle. 

 If you have detected a substance on the mail, or 
if it appears something has spilled from the 
mail, do not handle the mail further. 

 Notify others in the immediate area and stay 
away from the mail piece. 

 Notify your supervisor or manager.
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IF THE MAIL HAS NOT BEEN OPENED…

 Evacuate the room/area – Do not allow 
personnel to leave or enter the facility. 

 Report incident to Base Security/Fire 
Department. 

 Be prepared to provide a list of personnel 
involved. 
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OTHER THINGS YOU MAY DO… 

 Wash hands with soap and water. 
 Turn off fans and portable heaters. 
 Turn off room or building ventilation system. 
 Do not remove anything from the room.
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IF YOU ARE OPENING OR HAVE AN OPEN 
PIECE OF MAIL… 
and you detect a powder, some substance, a wire, or 
something metallic: 

 Put the mail piece down gently. 
 Notify everyone in the room, and leave slowly. 
 Notify your supervisor. 
 Call Base Security/Fire Department immediately.
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WHAT SHOULD BE DONE?

 Take every reasonable measure to assure the safety of employees 
and customers and keep the mail secure and under control. 

 Advise employees to maintain prudent, safe working methods. 
Respirators and gloves should be available to all employees who 
request them. 

 The best defense is having educated employees and 
knowledgeable citizens, mobilizing their common sense. 

 Restrict incoming personal mail to those members authorized to 
receive mail.
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WHAT SHOULD BE DONE BY THE MAIL CENTER?

 Constant visual inspection of all mail prior to delivery. 
 All suspicious mail is examined closely before it is 

delivered or disposed of.
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WHAT CAN BE DONE?

 Return unsolicited advertising, bulk rate, catalogs 
and other non-first class mail to sender requesting 
removal from mailing list. 

 Require outgoing personal mail be deposited at U.S. 
Post Office by the originator. 

 Do not accept mail from unknown persons. 
 Keep to a minimum the number of people handling 

incoming mail until processed or delivered. 
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BASIC MAIL ROOM SAFETY PROTOCOLS
Substance leaking from mail:
 Leave the mail piece or substance where it was found.  
 Do not disturb.  
 Do not try to clean up the leaking contents.
 Clear the immediate area of all persons and keep 

others away.
 Turn off fans/HVAC systems, is possible.
 Instruct people in the immediate area to wash their 

hands with soap and cold water.



20

Fleet Logistics Center 
Jacksonville 

Mailroom Security Training

Ready. Resourceful. Responsive!

FLEET LOGISTICS CENTER 
JACKSONVILLE

BASIC MAILROOM SAFETY PROTOCOLS
Substance Leaking from Mail:
 Direct these persons to a designated area away

from the substance to await further instruction.
 List the name of the persons in the immediate 

area of the mail piece/substance.
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BASIC MAILROOM SAFETY PROTOCOLS:
Substance Leaking from Mail:
 If possible without disturbing the mail piece or 

substance, document:
 Location of mail piece/substance
 Description of substance
 Description of mail piece (markings, labels, 

declarations, postage)
 Addressee’s name and address
 Mailer’s name and address
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BASIC MAIL ROOM SAFETY PROTOCOLS
Suspicious Substance Leaking from Mail:
If there is any evidence of an emergency, such as 
medical symptoms, smoke, fumes, or vapors:
Activated your local emergency action plan and 
evacuate 

Call Emergency Responders at 911 
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BASIC MAIL ROOM SAFETY PROTOCOLS
Suspicious parcel you suspect is a bomb:

 Do not open.  
 Mail bombs are usually designed to explode when opened.
 Activate your local emergency action plan

(In-house emergency team or 911)
 Isolate the mail.
 Evacuate the area.
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OTHER THREATS TO YOUR MAIL CENTERS
 Opportunistic theft
 Attractive items, cash, gift cards

Misuse of postage meters
 Large-scale theft
 Often involves organized groups

 Identity theft
 Use of personal information of customers
 Use of personal information of employees
 Use of company identity to order merchandise
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Threat to mail system as a whole
 Biological Agents assessed to be greatest threat
 Psychological and physical impact
 Agents: 

 Bacterial: Bacillus anthracis
 Toxins: Botulinum, Ricin

 Chemical Agents
 Toxic industrial chemicals (TICs)
 Toxic  industrial materials (TIMs)
 Conventional  agents: 
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COUNTERING THE THREAT TO MILITARY MAIL
 Explosives

 Commercially available black powders
 Military High Explosives

 Radiation
 Possible but unlikely

 Threat to mail distribution is not considered imminent- but does exist
 Biological Weapons (B. anthracis and Toxins) greatest threats
 Screening Plan submitted to Congress;

Screening will be difficult and expensive
 Modular screening systems in place at following FLCJ mail facilities;  

 Jacksonville, Millington, Mayport, King Bay and GTMO ->  request 
submitted to install at remaining FLCJ mail facilities.
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