THE STANDARD PROCUREMENT SYSTEM

 AND THE DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER

INFORMATION TECHNOLOGY AND STANDARDS GUIDANCE (ITSG) 

In January 1999, the Department of the Navy Chief Information Officer issued the Information Technology and Standards Guidance Document.  This and other tools and guidance are located on the DON CIO web page at the following URL. http://www.doncio.navy.mil/guidance/index.html   This document, a portion of which is excerpted below, provides site and claimant Chief Information Officers with the detailed technical standards and guidance necessary for planning information technology investments, in particular, the infrastructure standards that the Department is moving towards.  The Standard Procurement System is an application that must reside on this infrastructure, so it is critical that the future architecture and infrastructure requirements of SPS are consistent and compatible with the DON CIO guidance.  Below are portions of the ITSG guidance that provide an overview of how the document is organized, and some of the guidance that is relevant to SPS requirements.  Commands that are planning infrastructure improvements for SPS should work closely with their CIO staff to insure the ITSG guidance is adhered to.

Excerts from ITSG:

Purpose, Scope and Applicability <Chapter 1.2>
The purpose of the DON ITSG is to provide specific complementary guidance to support the special IT requirements of Naval organizations complementary to the Joint Technical Architecture (JTA). It is to identify the full complement of best practices, standards and guidance that support full interoperability and seamless interconnectivity within the DON and with the DoD, Federal, and Public Domains. Specifically: 

· To provide the foundation for integration, interconnection, and interoperability between and among all tactical, strategic, and sustaining base systems, in-garrison and deployed, ashore and afloat; that produce, use, or exchange information electronically. 

· To provide information system security guidance that ensures Naval information system implementation meets DOD security policy. 

· To promulgate standards and guidelines for system development and acquisition to significantly reduce lifecycle cost, shorten development and fielding time, and optimize the impact on program financial and execution performance. 

· To introduce guidance for measuring the effectiveness and efficiency of the Naval enterprise information infrastructure.

The ITSG must be considered by all DON organizations for IT planning, acquisition, contracting, and operations. Within the ITSG, there are levels of adherence (and freedom) which provide appropriate latitude to meet operating environments and mission requirements while maintaining the goal of interoperability and security. These levels are discussed in Section 2.8. The ITSG applies to all systems that produce, use, or exchange information electronically, and is intended for anyone involved in the management, development, acquisition and operation of new or improved systems. As shown below, this document consists of ten chapters and eight appendixes. The first two chapters provide the background, overview, and approach to establishing the ITSG:

· Chapter 1 - Introduction provides the background, purpose, and outline of the document. 

· Chapter 2 - Approach to the ITSG provides the basis for the organization and selection of guidance.

The remaining eight chapters describe the standards and guidance for a sequence of technology areas: 

· Chapter 3 - Information Protection includes system and information security standards and guidance. 

· Chapter 4 - Facility and Environmental Requirements includes cabling, mechanical, and electrical standards and guidance. 

· Chapter 5 - Information Transfer includes network communication standards and guidance for local area networks, wide area networks, satellite communication networks, end-station connectivity and the internetworking protocols to link these together to form a single information infrastructure. 

· Chapter 6 - Information Distribution includes core network applications common to all users including electronic mail, web services, time services, file transfer, and directory services. 

· Chapter 7 - Computing Resources includes computers and associated operating systems, peripherals, and communication devices. 

· Chapter 8 - Information Management includes the format, structure, organization, and interchange of data within and between information bases. 

· Chapter 9 - Applications includes software programs that support business and operational applications. Also includes video teleconferencing (VTC) and telephony over data networks. 

· Chapter 10 - Enterprise Management includes systems management, organization, system monitoring and control, network management and proposed measures of effectiveness for the information infrastructure.

Eight appendices are provided to include: an acronym list, a glossary, selected guidance justification, supporting IT contracts, release notes, record of changes from the previous version, a bibliography/reference list and acknowledgments.

Relationship to the DON IM/IT Strategic Plan <Chapter 1.4>
The DON IM/IT Strategic Plan emphasizes that sound DON information systems architecture and technology standards are essential toward improving Navy and Marine Corps functional mission performance, and promoting greater IT cost-effectiveness. The architecture provides the context to support the functional work processes, information flows, supporting IT systems and infrastructure. The standards provide the specifications and interfaces needed to interface components of the architecture. Together, the architecture and standards help support a DON corporate virtual information infrastructure within the DII to connect every DON IT user. This leads to a condition in which users are given access to common information and information tools empowering them to develop and incorporate new processes. The subsequent improvement in productivity and efficiency enables the "Revolution in Military Affairs" (RMA) and the "Revolution in Business Affairs" (RBA). (See the reference "Mazarr, U.S. Army War College" in Section 1.8 for a description of RMA.) 

Principal strategic elements to be supported by the DON ITSG include the following: 

· Network Centric Environment 

· Client/Server Model of Computing 

· Open System Standards 

· Acquisition Improvement 

· Support for Re-Invention

Local and Metropolitan Area Network Physical and Data Link Layer Technologies <5.2.1>
PRIVATE

Current ITSG

Projected ITSG






Not Recommended

1999

2000
2001/2002
2003/2004
Emerging


ARCnet
100VG AnyLAN (802.12)
Token Ring
FDDI/UTP
ANSI X3T12
SNA/APPN
Novell IPX
NetBEUI
OpenAir 2.4 Wireless 
ETS 300 653 HIPERLAN Wireless

Switched Ethernet
Switched Fast Ethernet
FDDI
SONET
ATM
UNI 3.1 for ATM
PNNI Phase 1 for ATM

Switched Ethernet
Switched Fast Ethernet
SONET
ATM
UNI 3.1 for ATM
UNI 4.0 for ATM
PNNI Phase 1 for ATM
Switched Fast Ethernet
SONET
ATM
UNI 3.1 for ATM
PNNI Phase 1 for ATM
UNI 4.0 for ATM 
SONET
ATM
UNI 4.0 for ATM
PNNI Phase 1 for ATM
Gigabit Ethernet
IEEE Std 802.11-1997 (FHSS, 2 Mbps, 4-level GFSK) Wireless 
PNNI Phase 2 for ATM
WDM


Activities, Platforms, Operational Environments



All





Physical and Data Link Recommended Implementations for LANs

Personal Workstation <7.3.1.1.1>
Recommended Implementation 

PRIVATE









Expiring ITSG
Current ITSG
Projected ITSG


Potential ITSG



Not Recommended
1999
2000
2001/2002
2003/2004

Emerging


MS Windows 3.1 and older
OS/2
MacOS
Windows NT Workstation
Windows 95/98 (non-critical hosts and laptops)
Windows NT Workstation
Windows NT Workstation
Windows NT Workstation

Object-oriented OSs
JavaOS
Microkernel OSs


Activities, Platforms, Operational Environments

All






Personal Workstation Operating Systems

Servers <7.3.1.1.2>
Recommended Implementation 

PRIVATE







Expiring ITSG
Current ITSG
Projected ITSG


Potential ITSG

Not Recommended
1999
2000
2001/2002
2003/2004
Emerging

NetWare 3.x or less
VINES
Windows NT Server 
UNIX 95 (X/Open CAE)
POSIX
NetWare 4.1 or later
Windows NT Server 
UNIX 95 (X/Open CAE)
POSIX
NetWare 4.1 or later
Windows NT Server 
UNIX 95 (X/Open CAE)
POSIX
NetWare 4.1 or later 
Windows NT Server 
UNIX 95 (X/Open CAE)
POSIX
Microkernel OSs

Activities, Platforms, Operational Environments

All




Server Operating Systems

Waiver of ITSG Compliance <Chapter 1.9>
Responsibility for compliance with this document rests with individual DON organizations. The process by which this is implemented is open to each organization's discretion. It is recommended that each acquisition process be certified by the organization CIO to ensure that contemplated items, services, or processes are in compliance with this document. It is recommended that exceptions be approved in writing by the organization CIO, commanding officer or equivalent. It is further recommended that these exceptions be forwarded to the ITSG IPT as input for further document changes based upon organizational user requirements. Such organization submissions should be forwarded to the DON CIO, Enterprise Architecture and Standards Competency.

