MS ACCESS SECURITY MODEL TOOL

(Please read the entire document before making changes to the MS Access security model tool.)
The Microsoft Access Databases provided are tools to help document your PD2 Security Model.  The databases were derived from the BUMED Standard Security Model with specific user information from the Naval Medical Logistics Command, Ft. Detrick.  It is each site’s responsibility to update the database tool to reflect the information in your site’s v3.5.3c and v4.1a databases. The information in the database will be useful when your site is upgraded from one version of PD2 to another (e.g. from v3.5.3c to v4.1a).  The data entered into the Tables are used to generate Reports.  The tables contained in the database include:
Table Name
Contents

Approval Authority Templates
Template Name

Approval Codes and Authority Codes


Approval Authority Type 

Approval Description

Authority Code

Authority Description

Award Type


Award Type

Award Type Description

Contract Type


Contract Type

Contract Type Description

Document Class
Class

Group Rights


Viewing Group

Owning Group

Document Class 

Groups


Group Name

Definitions/Rights

Menu Entry Access


Menu ID (numbers simply used to sort menus in the appropriate order)
Menu Item

Menu Levels

Approvals

Names


User Name

User ID

Warrant Type

Inactive

Objects Per Class


Class

Document Objects 

System Administration 


Tasks

User Name

User Authorities
User Name

Authority Code

Users
User Name

Group

Warrant Type
Warrant Type

Warrant Code

TO CHANGE THE DATA IN THE DATABASE TO REFLECT SITE SPECIFIC INFORMATION, FOLLOW THE INSTRUCTIONS BELOW:

Step (1)
Change the “Names” Table as indicated below. (The “user names” and “userids”entered will appear in drop-down menus in other tables.)

Step (2)

Change the “Users” Table as indicated below.

Step (3)

Change the “User Authorities” Table as indicated below.

Step (4)
If desired, designate “System Administration task” responsibilities as indicated below.

IMPORTANT NOTE:  

When making changes to the database, always enter data into the tables.  The new data entered into the table will automatically change in the Report.  Some Tables contain data in drop-down menus.  To achieve one-time data entry, do not type new data into cells that have drop-down menus.  Instead find the table where the data originated to make changes.  To add new information to a Table, simply type data into the last blank cell of the table or choose data from drop-down menus, where appropriate.  You can delete a row by choosing “delete record” in the Edit file menu.

Table
Action Required

Approval Authority Template
No changes required unless the site changed the standard BUMED model.

Approval Codes
No changes required unless the site changed the standard BUMED model.

Award Type
No changes required unless the site changed the standard BUMED model.

Contract Type
Enter the contract type and description used at your activity if they do not appear in the list

Document Classes
No changes required unless the site changed the standard BUMED model.

Group Rights
No changes required unless the site changed the standard BUMED model.

Groups
No changes required unless the site changed the standard BUMED model.

Menu Entry Access
No changes required unless the site changed the standard BUMED model.

(1) Names
(2) UserName – Type in the user name as it appears in PD2

(3) UserId – Type in  the user id as it appears in PD2

(4) WarrantType – Choose the warrant type from the drop down list as appropriate.

(5) Inactive? – check the box if the user’s warrant is inactive

Objects Per Class
No changes required unless the site changed the BUMED model.

(1) System Administration Tasks
(2) Tasks – no changes required.

(3) User name – Type in the person’s name responsible for the task.

(1) User Authorities
(2) Choose the appropriate name from the drop-down menu.

(3) Choose the authority code from the drop-down menu.

(1) Users
(2) Choose username from the drop-down menu.

(3) Associate the appropriate group name with the user using the drop down menu.

Warrant Type
No changes required unless the site changed the standard BUMED model.

The Reports contained in the database are listed below:

Group Rights Report

Menu Entry Access Report

Names

Objects Per Class

Users by Approval Codes and Approval Template

User Profile by Class

User Profile by Class and Document Objects

Users by Group

Viewing Group Profile by Owning Group, Class and Object

The v4.1a database provided contains the new objects, menus, and System Administration tasks in v4.1a. The site’s System Administrator is responsible for updating the tasks in PD2 after the v4.1a upgrade process. There is no automated feature to pull the information from the MS Access Database into PD2; therefore, each site is responsible for updating the PD2 new objects, menus and System Administration Tasks in v4.1a. The new objects, menus, and System Administration tasks are provided in Attachments 1-3.
ATTACHMENT 1

NEW OBJECTS IN V4.1A

Accounting Pre-Award Survey 


Architect-Engineer Contract

Architect-Engineer Contract Modification

Construction Award Modification

Construction Contract Award

Construction Solicitation

Construction Solicitation Amendment

Contract Closeout List

Contract Completion Statement

Customer Feedback Form

Delivery/Payment Tracking Source

Financial Pre-Award Survey (SF 1407)
Funds Document for SF 1442

Funds Document for SF 30 Mod to SF 1442

Funds Document for SF 1449

Funds Document for SF 30 to SF 1449

Funds Document for SF 252

Funds Document for SF 30 Mod to SF 252

Imprest Funds Disbursement

Large Purchase

Memorandum of Agreement

Multiple Contract Award (SF 30)

Pre-Award Survey Request (SF 1403)

Production Pre-Award Survey (SF 1405)

Protest Tracking

SF 33 Award Modification

Technical Pre-Award Survey (SF 1404)

Quality Assurance Pre-Award Survey (SF 1406)

ATTACHMENT 2
NEW SYSTEM ADMINISTRATION TASKS IN V4.1a

Analysis

Auto Order

Characteristics

Clause Rule

CLIN Templates

Contract Type

Currency

EDA

Format

License

Local Information

Workload

ATTACHMENT 3

NEW MENUS IN V4.1a

Shortcut

Construction Solicitation (SF 1442)

 Construction Solicitation Amendment (SF 30)

Pre-Award Survey

General (SF 1403)

Technical (SF 1404)

Production (SF 1405)

Quality Assurance (SF 1406)

Financial (SF 1407)

Accounting Systems (SF 1408)

Arch-Eng Contract (SF 252)

Construction Purchase (SF 142)

Large Purchase (SF 33)

Arch-Eng Contract Mod

Construction Purchase Mod

External Award

Large Purchase Mod 

Multiple Contracts

Contract Completion Statement (DD 1594)

Contract Closeout Checklist (DD 1597)

Delivery

Add Delivery

Modify Delivery

Discrepancy Report

Add Discrepancy Report

Modify Discrepancy Report

Summary Report

Payment Request

Add Payment Request

Modify Payment Request

Payment

Add Payment

Modify Payment

Tracking Source

Memorandum of Agreement

Analyze

Customer Feedback Form

Data Model

