Configuring Netscape to use CAC
If you have an NMCI seat with a keyboard and an embedded CAC card reader you can use the CAC certificates on the card to sign and encrypt email and to access restricted web sites (those that require a DoD PKI certificate for access). NMCI provided instructions in the information packet that came with your seat on how to register the certificates and how to use them in Outlook and Internet Explorer. These instructions are on the Common Access Card Quick Reference Guide (http://training/elements/userinfo/downloads/userinfo/CAC.pdf). If, after completing all the instructions in this guide, you are unable to use Netscape to access restricted sites do the following.
 1. Open Netscape 

 2. Click on the lock symbol on the toolbar (Security). This will launch a "Security Info" window. 

 3. Click on the "Cryptographic Modules" link. 

 4. Click on the "Add" button. This will launch a "Create A New Security Module - Netscape" window. 

 5. In the "Security Module Name" box type "CAC" (or some other descriptive name). 

 6. In the "Security Module File" box type the absolute path of the file acpkcs201-NS4.dll .
     This path should be C:\Program Files\ActivCard\ActivCard Gold\acpkcs201-NS4.dll 
 7. Click "OK" to add the module.
 8. Click "OK" to close the "Cryptographic Modules" window.
Netscape should now be configured to use a CAC card.
If Netscape "Personal Security Manager" plugin is installed the procedure is similar.
 1. Open Netscape
 2. Click on the lock symbol on the toolbar (Security). This will launch a "Security Info" window.
 3. Click on the "Advanced" tab in the Netscape Personal Security Manager window.
 4. In "Modules" click on the "Add" button under "Select Module"
 5. In the "Add New Security Module" window type in a module name (I. E. CAC) and browse to the acpkcs201-NS4.dll file.
    Again the file should be located in C:\Program Files\ActivCard\ActivCard Gold\acpkcs201-NS4.dll 
 6. Click "OK" to add the module.
 7. Click "Close" to close the Netscape Personal Security Manager window.
Netscape should now be configured to use the CAC. 

To use the certificates simply insert your CAC card in the card reader and launch Netscape. Go to the URL that requires a certificate. At this point you will be prompted to enter your pin for your CAC card. Next you will be required to select a certificate. Chose your Identity certificate and click on the "OK" button. 
