IMPORTANT NOTICE

After getting a new ECA/IECA certificate from ORC, DST or Verisign, users who have previously registered their certificates in the NAVSUP Master Directory for accessing various NAVSUP applications must follow the step-by-step instructions below.  You will not be able to access the applications without following these procedures and re-registering your certificates.  

1. Get your new ECA/IECA certificate. Make sure there are no commas, slashes, or other odd characters in your name or company name, as these will cause registration problems.

Send an email to cacpki.navsisa.fct@navy.mil indicating that you have received your new certificate.  Please include your name and phone number.
2. DO NOT REGISTER YOUR NEW CERTIFICATES AT THIS TIME.  Wait for an email reply indicating that your old certificate has been deleted from the NAVSUP Master directory. 

3. Once you receive an email reply indicating your certificate has been deleted from the Master Directory, go into Internet Explorer and delete your old identity certificate. Do not delete your new identity cert or old encryption certificates, as you will be unable to open previously encrypted email. If you are unsure which is your encryption certificate, contact your ECA/IECA.

INTERNET EXPLORER USERS:

Click Tools, then Internet Options, and then the Content tab. In the middle of the window click the Certificates button. Click the Personal tab.  Find your ECA/IECA certificates.  (Hint for determining what certs are old identity certs:  Highlight the cert and click View, click Details, then click the Key Usage Field. It should say Digital Signature, Non_Repudiation. Check the Valid To field to see when it expires. See screenshots on page 2).

Click OK, then highlight the identity cert and click the Remove button.

NETSCAPE USERS:

Netscape 4.7x

Click the Security button at the top of Netscape Navigator. Then click Yours under the certificates header in the left-hand window pane. Your certificates will be listed off to the right and should be marked ID or Encrypt. To determine which is your old identity certificate, highlight one of the ID certificates and click View. The Valid To date will appear in bold print. Click OK, then click the Delete button when you determine which is your old certificate.

Netscape 7
Click Edit, then Preferences. Underneath Privacy & Security, click Certificates. Then click the Manage Certificates button on the right. Your certificates will be marked ID or Encrypt. To the right, the Expiration Date will indicate which are your new and old certificates. Choose the old certificate and click Delete.
4. Go to https://registration.pki.navy.mil/ and register your new Identity certificate.  You will also need to request access for any applications you had been using previously (i.e.,MyNAVSUP, CPMS, and etc.).

5.
If you experience any problems, call the help desk at 1-877-962-3365.

