FAQs & Guidelines for Navy 311 
Introduction:  This document provides answers to some frequently asked questions and offers some general guidelines for using Navy 311.  
1.  Who Might I Contact about using Navy 311?  NAVSUP BSC has a team of liaisons in the 9415 Technical Services Branch who coordinate interactions with the Navy 311 agents, answer your questions, and guide you through establishing your process or application with Navy 311.  Questions or problems may be directed to these liaisons by sending an email to the NAVSUP BSC HDRequest mailbox. Additional information is also available on our Web Page via <https://www.navsup.navy.mil/navsup/navsup_legacy_help_desk_info>
2.  What are the Hours of Operation?  Navy 311 is staffed to support 24/7/365 operations.  
3.   Who Can Use Navy 311?  Any application in the NAVSUP Enterprise may make use of the services.  Currently, there are over 120 systems and business processes supported with users supported across the Department of Defense.  
4.  Why Would I Want to Build a Support Process?  Navy 311 provides support for IT applications and systems, as well as for general services.  One example is the SAAR form that contains privacy information and passes through many responsible parties.  With a support process and trouble ticket exchange using Navy 311, an audit and tracking method is in place to ensure the form is not lost, all necessary processing is performed, and metrics can be collected.  
5.  How Do I define a Process for Navy 311 agents?  To establish a process, you will provide scenarios with a list of questions and answers along with a list of people who should receive trouble tickets when the agent cannot resolve the problem.  One example is provided below from the Desktop Services decision tree:  

Problem:  CAC Reader Not Working
Solution:

Step 1.  The agent should direct the caller to pull the CAC card from the reader and ensure that the card is dry.  The caller should then gently reinsert the card into the reader.  If problem continues, agent should direct caller to apply a rubber pencil eraser to the gold connection square on the face of the CAC card, and reinsert the card into the reader.  Should problem continue, agent should advise caller to reboot the machine.  
Step 2.  If problem is still not resolved and the equipment is a workstation (vice a laptop), agent should ask the caller to move the Keyboard/CAC reader USB plug on the back of the computer to a different USB port. 
Step 3.   If the problem continues, then the agent should generate a Trouble Ticket for the DESKTOP_SUPPORT_MECH team.
6.  How Do Trouble Tickets Work?  When the agent creates a trouble ticket, basic information is collected from the caller:  caller’s name, location, phone, e-mail address, etc.  The agent will put this information into a Remedy trouble ticket, along with a brief description of the problem.  The agent will assign the ticket to a responsible Tier II group of people who have been identified for the process.  An e-mail is automatically generated to notify all members of the responsible group that a ticket requires attention in the Remedy system.  A member of the Tier II group will sign into the Remedy system and take the ticket for action.  When action is completed on the ticket and the status of the ticket is changed to “Completed”, the system will automatically generate a notice of completion to the caller.  
7.  What Type of Support Do Navy 311 Agents Provide?    

a.  Attempts to resolve problems using directions and responses supplied through decision trees

 
b.  Recognition of current events, issues and impacts, particularly in relation to deployed Department of Defense and armed services personnel, and escalation to Tier II as required


c.  Escalation for Tier II’s attention of issues that the agent is unable resolve  

   
d.  Discrimination between prioritization categories:

      

1) Priority 2 - Applies for situations not of a critical nature, requiring generation of a trouble ticket for Tier II to address within the next business day.

      

2) Priority 1 - Applies for situations of a critical nature that require immediate Tier II attention.  This includes report of any systems / applications downtime, DON / DoD server availability and website integrity / defacement, any suspected security threats to government operations such as spam, phishing, network or systemic cyber attacks, social engineering.

   
e.  All Priority 1 determinations that require the agent to generate a trouble ticket, as well as directly contacting Tier II personnel by phone via the Recall Roster:

      

1) Recall Roster Calling Chain - Agent will begin with the Primary POC identified for the operation.  In most cases, a work, home and cell phone number are listed.  If no answer is received, the agent will leave a voice mail.  The voice mail should include a phone number to allow a return contact.  The agent will then begin calling the 1st alternate, followed by the 2nd alternate, etc., until the agent makes successful connection with a human voice or a return call is received from a voice mail.  

     

2) Last Resort - Once the agent has exhausted all possible, listed contacts for an operation without success, the agent should go to the Recall Roster’s "Operational Command Data" tab and locate the appropriate departmental points of contact for assistance until the agent makes successful connection with a human voice. Only when all other options have failed, the agent may call the NAVSUP BSC Command Duty Officer (CDO).  

      

3) Documentation - All actions performed in execution of the Recall Roster are to be documented in the trouble ticket, including the final contact with Tier II personnel.  Any direction given to the agent as a result of that contact with Tier II personnel is to be documented in the trouble ticket, including direction to call someone else or to ignore the problem.  If direction is given to go outside the written procedure and/or the Recall Roster calling chain, then the agent should generate an e-mail documentation of this direction to the functional mailboxes for both the contractor and the government liaison.

   
f.  Prompt reporting of any areas of inadequacy or inaccuracy perceived with documented procedures or with Tier II/Tier III support personnel and operations directly and in writing to the Governmental Liaison for action.

8.  What Type of Support is expected of our own Tier II Functional and Technical Subject Matter Experts?
   
a.  Responding to any Tier I escalation, and providing Tier I technicians with assistance in resolving the problem

   
b.  Recognition of areas of potential improvement and providing of guidance and documentation via the Governmental Liaison to assist Tier I technicians in improvements of operational support responses and capabilities

   
c.  Prompt reporting of any areas of inadequacy or inaccuracy perceived with regard to Tier I support and operations directly and in writing to the Governmental Liaison for action.
9.  How long will it take for my New Process to be implemented?  Once you have provided your process electronically to the Navy 311 liaisons via an e-mail to the NAVSUP BSC HDRequest mailbox, you can expect it to be four to six weeks before implementation.  The liaisons will review and offer suggestions.  There is the possibility of third party review if your process involves other teams such as the server or Oracle groups.  After the process passes the internal reviews, it will be sent to Navy 311 for their review.  Navy 311 has 2 to 3 weeks for review and implementation.  You will be notified by the Navy 311 liaisons of implementation.
10.  Why include Recall Roster data?  When you decide to build a process for Navy 311 management, you will be asked to provide emergency contact information and personnel for your critical issues.  Within your process, you will identify issues that should be handled routinely versus those issues that are considered critical.  This might include unscheduled system downtime.  
11.  Why not use a Functional Mailbox?  A mailbox operates with a fee charged to your Command.  There are space limitations, so the mailbox requires maintenance.  Access authorities need to be granted (also with a fee charged) and someone needs to go into the mailbox regularly to view new issues and to perform maintenance on the data in the mailbox.  Submitters cannot inquire about status, and do not know who to contact when their requests go unanswered. Metrics must be collected manually.

12.  What are my Obligations?  Once you have established a process with Navy 311, you are expected to review it yearly, and provide updates as needed.  If you feel that an agent has acted incorrectly, please provide the circumstances and notify the liaisons by sending an email to the NAVSUP BSC HDRequest mailbox.  Also notify the liaisons by e-mail of any personnel changes to the responsible group of people you have identified for your process.  
